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SUMMARY

1. Title

A Study on Development and Methodology of Globally standardized

Cybersecurity Index.

2. Objective and Importance of Research

O Objective of the research: The development of a global standardized
cybersecurity index and performance of international cybersecurity index in
global standard body, ITU-T

O The Development Index, the Networks Readiness Index and the
Communication Outlook have been developed in an information
communication area by the International Telecommunication Union, the
world Economics Forum, the Organization of Economic Cooperation and
Development, respectively. Note, however, that there is no international
agreed—upon cybersecurityi index in an information security area.

O The security indicator of the WEF and the OECD consider only the number
of specific vendor's SSL(Secure Socket Layer) certificates to measure the
level of the information security. It is also not enough for measuring the
current level of the fastest growing information security services and a
country’s information security. For measuring of the level of information
security, therefore, global agreed-upon cybersecurity indicators needs to be
developed for ensuring accuracy, reliability and integrity of raw data. The
development of Cybersecurity Index or Information Security Index for

measuring the effectiveness of the enforcement of information security
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3.

4.

policies is urgently required.

O The difference of this research lie in that it not only researches on
information security index taking into those of domestic and foreign
countries, but also focus on standardiing this cybersecurity index by global

Standardization Experts in ITU-T.

Contents and Scope of the Research

O Analysis of indicators for existing domestic and international information
security index

O Development of information security indicators, which can reflect rapid
changes of fastest growing information services and related technologies.

O Development of an efficient methodology for cybersecurity index consisting
of the various indicators

O Completing a draft Recommendation ITU-T X.csi for the cybersecurity index

for the international standardization.

Research Results

O A papers on the development of international standards related to
cybersecurity.

O A paper on the improvement of national information security index .

O A paper on the trends of measuring system and indicators of domestic and
international information systems and indicators.

O A proposal for establishing a new work item on guidelines for Cybersecurity
Index(CSI)

O The initial text on ITU-T X.csi : Guidelines for cybersecurity index(ITU-T
SG17, 2010.4)



O Proposal for a revised initial text on ITU-T draft Recommendation X.csi
Guidelines for cybersecurity index.(Tokyo ITU-T SG17 Q.4 interim meeting,
2010.10)

O The 1st draft text on Recommendation ITU-T X.csii Guidelines for
cybersecurity index.(ITU-T SG17, 2010.12)

5. Policy Suggestions for Practical Use

O Establish a foundation for international standardization for National
Information Security Index.

O Used for measuring the level of information security in national level or
organizational level.

O Used to identify a specific area that needs to be invested by government of
organization.

O Used to identify area that needs budget investment or policy making related

to information security in national level.

6. Expectations

O The cybersecurity index developed by the International Telecommunication
Union (ITU-T) can be used to measure the level of current information
security in the country level or organizational level.

O Performing standardization activity for the cybersecurity index for reflecting
domestic circumstances.

O The cybersecurity index can be used to improve the level of information
security in Korea, if approved as an international standard.

O The Cybersecurity index considering rapidly-changing information security

issues and situation expects to be used by developing countries.
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O The Cybersecurity index can be used to improve the public awareness
through indicator evaluation.
O The Cybersecurity index can evaluate the level of information security in the

national level by using the figure evaluated quantitatively
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ICT access Ref. Value | (%)

a 1. Fixed telephone lines per 100 inhabitants B0 20
b 2. Mobile cellular telephone subscriptions per 100 inhabitants 150 20
¢ 3. International Internet bandwidth (bitfs] per Internet user 100,000 20
d 4. Proportion of households with a computer 100 20
e 5. Proportion of households with Internet access: at home 100 20
ICT use [ Ref. Value - (96)

f 6. Internet users per 100 inhabitants 100 33
g 7. Fixed broadband Internet subscribers per 100 inhabitants 60 33
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ICT skills | Ref. value | (3
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] 10. Secondary gross enrolment ratio 100 33
k11 Tert[ar_y gross enrolment ratio 33
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100 100 100
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ME AH(zFED

37 | A A2l A3 ALl | Azt A9 zg% A= A= j]l;—i‘
A | 8ol CA [ di®d CA [ Add  CA Exkiy =9 gz
1 624 079 | 593 072 | 562 079 | 2.345 593 55 0)
2 703 081 | 593 074 | 561 081 |2.357 6.19 40 )
3 6.70 079 | 627 073 | 597 079 |2.200 6.31 34
4 634 081 | 631 073 | 5359 08l |2.276 6.08 49
5) 633 082 | 571 074 | 529 082 | 2.080 5.78 o7 0)
6 693 080 | 593 073 | 593 080 | 2.077 6.26 36 0)
7 700 078 | 666 074 | 621 078 | 2.448 6.62 24 A
8 703 079 | 667 074 | 657 079 | 2133 6.76 12 A
9 6.60 080 | 583 075 | 533 080 | 1.786 592 56
10 780 079 | 700 073 | 672 079 |2.533 7.17 5 )
11 697 081 | 617 074 | 614 081 | 2.167 6.42 29 0)
12 6.63 081 | 643 073 | 634 081 | 2.100 6.47 27 A
13 6.72 082 | 526 075 | 472 082 | 2231 556 58 o)
AVE
CA 0.82 0.75 0.82 770
14 723 092 | 643 086 | 637 090 | 2.429 6.68 21 )
15 713 091 | 614 087 | 629 090 | 1964 6.52 25 A
16 733 092 | 621 087 | 561 090 | 2.345 6.38 30 )
17 760 092 | 687 08 | 640 090 |2.333 6.96 10 )
18 679 092 | 618 087 | 546 091 | 2.172 6.15 45 0)
19 6.67 092 | 587 087 | 547 091 | 1.966 6.00 53
20 6.79 092 | 590 087 | 532 090 | 1.963 6.00 ol
21 752 092 | 630 086 | 621 090 |2.000 6.67 23 )
22 720 092 | 628 087 [ 596 090 | 2.250 6.48 26 0)
23 6.67 092 | 580 087 [ 597 090 | 1.767 6.14 46
24 6383 092 | 603 087 [ 593 090 | 1.833 6.27 35
25 631 092 | 600 087 | 57 090 | 1.867 6.19 43
26 657 092 | 610 087 | 590 090 | 1.897 6.19 41
27 738 092 | 700 087 | 673 090 | 2.467 7.04 3 )
28 721 092 | 700 087 | 679 090 |2.448 7.00 9 )
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HE AIEA R

)

| 9 A | Ax A9 |[A%E A9 | ads aae 7H‘;§
A% | gl cA |umy  ca |#=4  ca L
29 | 686 092 | 617 087 | 566 090 |2233 623 38
50 | 763 092 | 740 087 | 770 o091 2767 758 3 | O
31 | 747 o092 | 657 087 | 610 090 |2276 671 18 | ©
32 | 763 092 | 723 087 | 660 090 |2667 716 7 | &
53 | 757 092 | 643 087 | 613 090 [2200 671 15 | O
30 | 743 092 | 657 087 | 613 090 |2552 671 17 | &
55 | 731 092 | 655 087 | 618 091 |2241 668 20 | &
56 | 713 092 | 613 087 | 583 090 [2100 637 31 | O
57 | 666 092 | 631 088 | 600 091 | 2000 632 32
38 | 697 092 | 583 087 | 552 090 |2153 611 48
39 | 677 092 | 620 087 | 559 090 |2179 618 44
0 | 622 092 | 628 087 | 590 090 |2037 613 47
Al | 700 092 | 630 087 | 603 09 | 1900 644 28
2 | 717 092 | 707 088 | 610 09 |2400 678 11 | &
43 | 673 092 | 653 088 | 550 090 | 2267 626 37

AVE

o 092 087 091 127)
44 | 617 083 | 620 080 | 564 073 | 2.034 600 52
5 | 680 082 | 597 082 | 579 072 | 165 619 42
46 | 810 083 | 773 o081 | 773 o7 |2767 78 1 | ©
47 7.25 0.84 6.37 0.81 6.43 0.74 1833 6.68 19 O
8 | 690 082 | 607 083 | 500 077 | 2207 599 54
9 | 679 081 | 631 082 | 550 076 | 2200 620 39 | ©
50 | 767 083 | 727 o081 | 657 072 |2600 717 6 | O
51| 653 082 | 610 081 | 630 073 | 1862 631 33
5 | 614 081 | 607 080 | 600 071 | 1814 607 50
53 | 667 083 | 673 082 | 673 075 | 2000 671 15 | ©
54 | 690 083 | 673 083 | 657 075 | 2100 673 14 | ©
55 | 783 082 | 740 081 | 717 o075 | 2533 747 4 | ©
5 | 750 082 | 637 os2 | 634 o7 | 1767 674 13 | o
57 | 797 083 | 790 o081 | 767 075 | 2633 784 2 | ©
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HE AIEA R

A | 1 A9 | Ax A9 | Aes A9 age asE | n
8= s
A% | #o18  CcA |Wmd cA |49 ca B 9
g
58 7.17 0.82 6.60 0.81 6.27 073 |1 1931 6.68 21 A
AVE
0.83 0.82 0.75 871
cA
[ 9] A% 23} (7))
EERFETERERY
A F
b | S AY | NE A | A5E A9 A= A=
zax A
A% | 8014 CA o x4 CA A CA At =4
A5
T | 700 021 | 710 03 | 717 048 |2600 7.09 1 | =
2 | 68 021 | 611 008 | 564 006 | 1767 619 15
3 | 638 053|614 (008|559 047 |2036 604 16 | N
AVE
043 0.19 0.44
ca
4 | 634 080 | 600 077 | 519 073 | 2179 58 I8
5 | 625 079 | 58 074 | 481 071 |2172 564 21 | ON
6 | 683 080 | 657 07 | 643 077 |2167 661 6 | 4
7 | 666 082|545 076 | 512 073 | 1920 571 20 | O
8 | 74 083|578 075 | 528 073|189 603 17 | O
9 | 653 080 | 686 079 | 656 076 |2379 665 5 | ON
10 | 717 081 | 686 077 | 643 075 | 2069 682 4 | N
11| 672 085 | 628 081 | 617 075 | 1897 639 9
12 | 733 083 | 670 075 | 650 076 | 1967 684 3
AVE
083 0.79 0.77
cA
13 | 707 078 | 663 072 | 583 076 | 2333 651 8 | N
14 | 575 083 | 603 077 | 561 083 | 187 58 19 | N
15 | 640 076 | 630 075 | 590 076 | 1967 620 14 | N
16 | 640 076 | 630 073 | 593 076 | 1967 621 12 | N
17 | 662 079 | 647 075 | 596 078 |2000 635 10 | N
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A7
37} T3 A £ A% Al | A A AFE AFE
oL 7N
AE | oA CA o %4 CA Z R CA At 9
g
18 6.53 0.81 6.63 0.77 6.45 0.82 | 2.067 6.54 7 A
19 7.07 0.79 6.30 0.78 5.25 084 | 2.000 6.21 13 0]
20 7.07 0.83 6.10 0.78 5.57 0.81 1897 6.25 11 O/N
21 753 0.82 7.20 0.76 6.30 084 | 2.600 7.01 2 N
AVE
0.82 0.78 0.82
CA
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draft Recommendation ITU-T X.csi

Gaideline for cybersecurity index

1. Scope

The draft Recommendation is to provide a guideline to assist in the development, selection, and
implementation of the measures or indicators that are basis to compute the CSI (Cybersecurity
Index). To meet this objective, this draft recommendation provides a list of potential indicators and
describes a methodology used in computing the CSI from indicators on its different steps.

2 References

The following ITU-T Recommendations and other references contain provisions that constitute the
provisions of this Recommendation through referencing. At the time of publication, the editions
indicated were valid. All Recommendations and other references are subject to revision; thus, users
of this Recommendation are encouraged to explore the possibility of applying the most recent
editions of the Recommendations and other references listed below. A list of the currently valid
ITU-T Recommendations is published regularly.

3. Terms and definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 Measurement: Raw data that quantifies a single dimension of the thing to be measured.

Raw data can be interchangeable with measurements.

3.1.2 Metric: Data processed from two or more measurements to demonstrate a significant
correlation between them. It is interchangeable with an indicator.

3.1.3 Measures: Same as metrics

3.1.4 Measurement: The act of measuring

3.1.5 Indicator: It is interchangeable with metric.

3.1.6 security control : TBD
3.1 Terms defined in this Recommendation

3.2.1 Cybersecurity index : An index used to indicate the implementation of security controls as
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defined which can be applied to information systems and cybersecurity programs and the state of

cybersecurity in an organization or a community.

4  Abbreviations and acronyms

CVE Common vulnerability enumeration

CSI Cybersecurity Index

ICT Information and Communications Technology
DS Intrusion Detection System

1PS Intrusion Prevention System

SSL Secure Socket Layer

TLS Transport Layer Security

WEF  World Economic Forum

5  Conventions

<None>

6  Cybersecurity index

6.1 Introduction

Numerous efforts have been made to measure ICT performance, track progress, and evaluate the
ICT effects for governments, operators, researchers, and industries in the use of ICT technology.
Examples of these measures include the Development Index (DI) by International
Telecommunication Union (I'TU) and the Network Readiness Index (NRI) by World Economic
Forum (WEF). However, there have been a few indices in the information security area, e.g. index
on penetration of internet secure server which has been developed by WEF. However, it is only
based on specific vendor’s SSL or TLS certificates, resulting in lack of completeness which is
required to cover all aspects of cybersecurity. The cybersecurity index can be computed from
various indicators which are regarded as metrics to know the current state of performance of
cybersecurity program and to evaluate the effectiveness and efficiency of security controls in an
organization or a community.

6.2 General guidelines for cybersecurity index

This clause addresses general guidelines for cybersecurity index.

There may be need for some or all of the following;
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¢ globally agreed-upon cybersecurity index,

s cybersecurity indicators that can be used to measure the current level of cyber security level or
progress of the information security program in an organization or a community, especially for the
developing countries,

e ensuring accuracy of raw data which are a basis to compute indicators,

* ensuring integrity of raw data which are a basis to compute indicators,

¢ indicators which can be used to help policy makers measure the performance of Information
security policy and track progress of eybersecurity program, and

¢ considering fast changing ICT services and technologies and hacking technologies, when
developing an indicator for a cybersecurity index.

6.3 Guidelines for selecting indicators for cybersecurity index

When selecting indicators, it may be necessary to select indicators to facilitate meeting goals and
objectives of an organization or a community. In addition, the indicator should;

*  measure major impact on performance results,

*  measure aspects of cybersecurity in an organization or a community,

*  be consisted of three types of indicators: system level, program level and both levels,

* measure progress of cybersecurity programs and implementation results of security controls in
an organization and a community,

*  measure progress in implementing cybersecurity programs, specific security controls, and
associated cybersecurity policies and procedures,

* measure two aspects of security control implementation result in a security program:
effectiveness and efficiency,

*  measure the positive or negative impact of cybersecurity on an organization’s mission or a
community’s common mission,

*  measure status of progress and performance results applicable at the system level, the program
level, or both levels, and

*  measure positive and negative impact on the mission of an organization and a community and
daily life of users.

Furthermore, the raw data should be accurate, reliable and collectible. In the whole measurement
process, it is necessary to provide the integrity, privacy protection and availability of the raw data.

6.4 Classification of Indicators

There are three types of indicators: implementation, effectiveness/efficiency, and impact.

The implementation indicators are to demonstrate progress in implementing information security
programs, specific security countermeasures, and associated security policies and procedures.

The effectiveness/efficiency indicators are to check if program-level processes and system-level
security controls are implemented well, operating as intended, and satisfying the desired goals and
objectives. They deal with two aspects of security control implementation results: the robustness of
the result and timeliness of the result, i.e.. the effectiveness addresses the robustness and the
efficiency addresses the timeliness.
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The impact indicators are to specify the impact of information security on mission of an
organization or community. They are able to quantify the cost saving produced by information
security program or through costs incurred from addressing information security incident, the
degree of public trust obtained by the information security program, or other mission-related
impacts of information security.

7 CSI development process

7.1 Introduction

A cybersecurity index should be regarded as a key toolkit which can be used to evaluate the
performance of information security policy and figure out the current level of information security
in an organization and a community. The following general steps could be applied to develop the
global CSI;

s Identify the key indicators for construction of the index;
¢  Converting from absolute value to relative value;

¢ Converting the indicators to index value;

s  Aggregate the index value;

8 Indicators for cybersecurity index

This ¢lause describes various indicators which can be applicable to construct the cybersecurity
index in an organization or a community. The indicators can be classified into three categories by
the application level: mandatory indicator, recommended indicator, and optional indicator.

Indicator 1: Vulnerability management (program-level)

Field Data

Indicator ID | Percentage of mitigated vulnerability

Goal Organization should remove identified vulnerabilities on time.
Indicator Percentage of vulnerabilities that have been mitigated within organizationally
defined time frame.
Formula (Tonl num ber of wherabis m aed ) « 4§
Tord mum ber of wherabls dentfed
Raw data ¢ The number of identified vulnerabilities during the time period

* The number of mitigated vulnerabilities during the time period

Type Effectiveness/Efficiency

Requirement | Mandatory
level

Indicator 2: Audit (system-level)

Field | Data

— 224 -




_6-
TD 1332

Indicator ID | Percentage of PCs for which audit log is maintained
Goal Organization should maintain system audit log to investigate inappropriate activities
of users.
Indicator Percentage of PCs for which audit log is maintained.
Formula (T(ml mum ber of PCs wt haudt by ) 1150
Totd mem ber of PCs
Raw data * Number of PC for which audit log is maintained by a centralized log server or a
PC
s Total number of PC.
Type Effectiveness/Efficiency
Requirement | Mandatory
level

Indicator 3: Incident response (system-level and program level)

Field Data
Indicator ID | Incident response
Goal Organization should report incidents on time for every incident category.
Indicator Percentage of incident reported within required time frame per applicable category
Fomls | (B st i1 ) 100 o very tgory
Raw data ¢ Number of incidents reported within defined time frame
s  Total number of incident reported
Type Effectiveness/efficiency
Requirement | Mandatory
level

Indicator 4: Security patch program deployment (system-level)

Field Data
Indicator ID | Security patch program
Goal PCs should deploy security patch program for mitigating vulnerabilities of user’s
PCs.
Indicator Percentage of PCs that deploys patch management system
Formula (Number of PCsempbyhg saurly  pat h program ) —
Towd mom ber of PCs
Raw data ¢  Total number of PCs deploying security patch program
*  Number of PCs
Type Effectiveness/efficiency

— 225 —




T
TD 1332

Requirement
level

Mandatory

Indicator 5: Antivirus program deployment (system-level)

Field Data
Indicator ID [ Antivirus program
Goal PCs should deploy antivirus program for mitigating virus residing in user’s PCs.
Indicator Percentage of PCs that deploys antivirus program
Formula (anber of PCs empbyhg  antivirus program ) -
Tol mum ber of PCs
Raw data ¢ Total number of PCs deploying s antivirus program
*  Number of PCs
Type Effectiveness/efficiency
Requirement | Mandatory
level

Indicator 6 Contingency planning (program-level)

Field Data
Indicator ID [ Contingency Plan Testing
Goal Information system should conduct contingency plan testing.
Indicator Percentage of information systems that have conducted contingency plan testing.
Formula Numba of ifoman  sysem  that have onduded Configeny  plm Tesig
( - - ) x 100
Towl man ber of dfornabn  sysems
Raw data *  Number of information system that have conducted contingency plan testing
Type Effectiveness/efficiency
Requirement | Mandatory
level

Indicator 7: Se

curity assessment (program-level)

Field

Data

Indicator ID

Percentage of information system with security assessment approval

Goal

Organization's information system should be certified and accredited prior to
deployment

Indicator Percentage of new information systems that have completed certification and
accreditation prior to their deployment.
Formula (Number of afoomabn  sysem s have been om phed C&A) i
X
Tol mum ber of Naw Sydem s
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Raw data ¢ Number of new information systems that have completed certification and
accreditation
Type Effectiveness/efficiency.
Requirement | Mandatory
level

Indicator 8:

Security pledge (program-level)

Field Data

Indicator ID | Security pledge (rule of behaviour)

Goal Employees who are authorized access to information systems should sign a security
pledge before accessing to information system of an organization.

Indicator Percentage of information system security personals who have signed security
pledge

Formula (Num berof personnek  who are granted system acess after sgnig Tubs of behavbr ) % 100

Totnl num ber of parsonnek  authoeked to acess #iform atbm  sysem
Raw data s Number of employees who are granted system access after signing security
pledge

Type Implementation

Requirement | Mandatory

level

Indicator 9:

Remote access control (system/program)

Field Data
Indicator | Protected remote access points
1D
Goal Organization should deploy firewall or web-application firewall to provide protected
remote access in order to protect organization’s internal assets.
Indicator | Percentage of protected remote access points
Formula (Numba” of ranoe aoess pos  that ue fiwadl  or web — apploin fiewak ) 1
X
Tonl numba of 1emoe ases poits
Raw data | =  Number of protected remote access points that use firewall or web-application
firewalls.
Type Effectiveness/efficiency
Requirem | Mandatory
ent level

Indicator 10: Remote access control (system/program)

Field

Data
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Indicator | Protected remote access points
1D
Goal Organization should deploy IDS or IPS to provide protected remote access in order to
protect organization’s internal assets.
Indicator | Percentage of protected remote access points

Formula (

Num ber of remoe aees ponk

that em pby

DS or PS il
X
Towl number of remoke agess  pols )

Raw data | ®

Number of protected remote access points that uses IDS or IPS.

Type Effectiveness/efficiency
Requirem | Mandatory
ent level

Indicator 11: Wireless access control (system/program)

Field Data

Indicator ID | Protected wireless access points

Goal Organization should provide protected wireless access points to protect interior
network from unauthorized access.

Indicator Percentage of protected wireless access points

Formula (Number of proed  widks  aoes  poit 5) % 100

Tonl mmmber of Wiebs aaes poit s

Raw data Number of protected wireless access points

Type Effectiveness/efficiency

Requirement | Mandatory

level

Indicator 12: Link redundancy (system)

Field Data

Indicator ID | Percentage of network link with redundancy

Goal Organization should construct redundaney link of main network to guarantee the
availability and continuity of organization’s services.

Indicator Percentage of network link with redundancy

Formula Num ber of redundancy 1tk s
(Tonl yagn e of rew o devie s) e

Raw data *  Number of redundancy links for routers, DNS, DHCP, Firewall, or DB

Type Effectiveness/efficiency

Requirement | Recommended

level
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Indicator 13: Personnel security (system-level/program-level)

Field Data

Indicator ID | Personnel security screening

Goal Organization should permit only authorized personnel to access to information and
information system.

Indicator Percentage of individuals screened before being granted access to organization’s
information and information systems.

Formula Num ber of ndixtuak Sreenad 100

X

Totrd num ber of bdifluak wi h agess

Raw data *  Number of individuals

Type Implementation

Requirement | Mandatory

level

Indicator 14: PII protection (system/program)

Field Data

Indicator ID | Percentage of protected personal identifiable information

Goal Organization should protect organization’s personal identifiable information in a
safe way.

Indicator Percentage of protected personal identifiable information

Formula Num ber of proesad  perwnal  ndenffabk aform abn
( Totdl num ber of pasonal  ndenfiabd hform abn ) Bl

Raw data *  Number of protected personnel identifiable information

Type Effectiveness/cfficiency and implementation

Requirement | Mandatory

level

Indicator 15: Back-up data protection (system/program)

Field Data
Indicator ID | Rate of integrity inspection of backup data
Goal Organization should provide integrity protection for the backup data
Indicator Percentages of integrity-protected backup data
Formula (Am ot of hegrly — piroteced badap dan ) —
Tol amount of bakayp dan
Sampling s Amount of integrated-protected backup data.
Type Effectiveness/efficiency and implementation
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Requirement
level

Recommended

Indicator 16: Information Security management System Coverage (system/program)

Field Data

Indicator ID [ ISMS coverage

Goal Organization’s information system should be certified by ISMS.

Indicator Percentage of information systems covered by the certified information security
management system.

Formula (Nmnber of iforman  sysem s ovead by erfféd EMS) 10

Tol mon ber of dformabn  sysems

Raw data Number of information systems covered by certified ISMS

Type Effectiveness/efficiency and implementation

Requirement | Mandatory

level

Indicator 17: S

ecure server deployment (system-level/program-level)

Field Data
Indicator ID [ Secure server deployment
Goal Organization’s web sites should use secure tunnel for remote access.
Indicator Percentage of website that uses a secure tunnel, e.g. TLS, SSL, secure shell.
Formula Num ber of web ses  that use saure J2
( Toed _mun ber of web s )“00
Raw data ¢  Number of web sites that use secure channel
s  Total number of web sites
Type Effectiveness/efficiency and implementation
Requirement | Mandatory
level

Indicator 18: S

am receipt ratio (program)

Field Data

Indicator ID [ Spam Receipt Ratio

Goal Organization should use the spam filter to block the spam mails to the employees.

Indicator Percentage of employees that have received more than organization defined number
of spam mails during the defined time frame.

Formula

(Number of enphees have reed  @tin  amount of pan md

Towl num ber of em phyees )X 100
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Raw data *  Number of employees that received spam mails exceeding the organization
defined numbers during the defined time frame.
Type Effectiveness/efficiency and implementation
Requirement | Mandatory
level

Indicator 19: Employee’s awareness level for spam mails (program)

Field Data
Indicator ID [ User’s awareness level for Spam
Goal Users should not open the spam mail and attached file in the spam mail from
unknown source.
Indicator Percentage of employees who open the spam mail or attached file.
Formula Num ber of enpbyees who open sapm or atac hed fbs
( Totll number of em pbyees )XlOO
Raw data *  Number of users who open the spam mail or attached files.
Type Effectiveness/efficiency and implementation
Requirement | Mandatory
level

Indicator 20: Awareness and training (program-level)

Field Data

Indicator ID [ Awareness and training

Goal Organization’s employees should complete security training and education in order
to response to security incidents in proper way.

Indicator Percentage of employees who have completed the security training and education
during an organizationally defined time frame.

Formula (Number of enpbyees that ompbed sosly i ng and educn ) ¢ 15D

Towl number of em phyes

Raw data *  Number of employees that have completed training and education.

Type Impact/Implementation

Requirement | Mandatory

level

Indicator 21: Cybersecurity role and responsibility (program-level)

Field Data
Indicator ID | Information security personnel
Goal Organization should recruit and organization cybersecurity response team.
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Indicator Percentage of personnel that are related to information security.
Formula (Number of saffs that we rdwed © gbosanly adigs ) 100

Toal number of I suffss *
Raw data s  Number of staff that are related to cybersecurity activities
Type Impact/Implementation
Requirement | Mandatory
level

Indicator 22: Malware infection (program-level and system-level)

Field Data
Indicator ID | Malware infected PCs
Goal Employees’ PCs should be protected from various malwares.
Indicator Percentage of employees’ computer that have been infected with virus or malware
or compromised from attackers using hacking technologies to all computers.
Formula (Numba of PCsthat have been nfatd wthmabwae ) =
Toti number of PCs
Raw data ¢ Number of PCs that have been infected with virus or malware or compromised
from attackers using hacking technologies to all computers.
Type Impact and Effectiveness
Requirement | Mandatory
level

Indicator 23: Personal information leakage (program-level)

Field Data

Indicator ID | Personal information leakage

Goal Employees’ personal information should not be leakaged.

Indicator Percentage of employees that have experienced leakage of personal information
during a defined time frame.

Formula Num ber of enpbyees that have expeinoad peronal  aformatn éakage -
( Towl mum DD of em phyees )x

Raw data ¢ Number of employees that have experienced leakage of personal information

during a defined time frame.

Type Impact

Requirement | Mandatory

level

Indicator 24: Digital certificate usage (program-level and system-level)

Field

Data
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Indicator ID | Digital certificate usage

Goal When being authenticated and identified, employees should use strong
authentication method such as digital certificates.

Indicator Percentage of employees that have issued digital certificates from TTP for
authentication, identification, and non-repudiation service.

Formula Number of enpbyeess that have isued  dipbl  @ffiaes i
( Towd mum ber of en phyees ) *

Raw data ¢ Number of employees that have issued digital certificates during a defined time

frame.

Type Impact

Requirement | Mandatory

level

Indicator 25: Bot infection (system-level)

Field Data

Indicator ID | Percentage of PCs that are infected with Bot

Goal Organization should be protected from bots attacks.

Indicator Percentage of PCs that have been infected with bots in organization.

Formula (Nmnber of PCs that have been fifede dwt h bot ) % 100
Tow! mum ber of PCs

Raw data *  Number of PCs that have been infected with bots.

Type Effectiveness/Efficiency.

Requirement | Recommended

level

Indicator 26: DDoS measures (system-level)

Field Data
Indicator ID | DDoS measure
Goal Organization should protect information system against DDoS (or DoS) attacks
during the organizationally defined time frame.
Indicator Percentage of web sites that have been shut down from DDoS (DoS) attacks
Formula Numbe of web s that have been shut down from DDaS atades i
( Tonl numba of web sks ) %
Raw data . Number of web sites that have been shut down from DDoS attacks
Type Effectiveness/Ffficiency
Requirement | Optional
level
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Indicator 27: Security budget (program-level)

Field Data

Indicator ID | Percentage of organization’s information security budget to ICT budget
Goal Organization should provide resources for cybersecurity.

Indicator Percentage of organization’s information security budget to ICT budget
g [

Raw data . Amount of cybersecurity budget

Type Impact

Requirement | Mandatory

level

9  Measurement implementation

10 Methodology for Cybersecurity Index
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Annex A

Example of information security index and metrics
(This annex forms an integral part of this Recommendation)

This annex gives examples of use case of information security index and metrics which could be

used to compute the cybersecurity index.

The National Information Security Index was developed and put in place since 2003 in Korea. Its
aim is to evaluate the current state of performance of information security policy and security
controls at the country level and help policy makers in identifying gaps between current level and
desired target and developing the further information security policies. There are twelve possible
indicators which can be grouped into three categories:

¢ Indicators for information security infrastructure;

Percentage of users deploying antivirus vaccine program s to Internet users.
Percentage of users deploying security patch programs to Internet users.
Percentage of users using public certificates to Internet users.

Percentage of enterprises deploying firewall to all enterprises.

Percentage of enterprises deploying IDS/IPS to all enterprise.

Number of secure servers deployed per a million people.

b b A%

e Indicators for information security environment;

¥ Percentage of amount of information security budget to ICT budget at the country
level.

¥ Percentage of employees involved for information security to ICT staffs at enterprise
level.

¥ Percentage of users with security awareness/training to Internet users.

e Indicators for negative impacts;

¥ Percentage of user’s computer infected with virus or malware or compromised from
attackers using hacking technologies to all users computers.

¥ Percentage of users who have experienced leakage of personal information to all users .

¥ Percentage of users who have received SPAM mail to Internet users.

NIST published the Special Publication 800-35 Revision 1, Performance Measurement Guide for
information security. It provides nineteen potential candidates of system level and program level

metrics which can be grouped into those at following three levels;

*  Metrics of system level

¥ Access control
v' Audit and accountability
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v Identification and authentication
¥ Maintenance
v Risk assessment

Metrics of program level

Security budget, vulnerability management,
Awareness and training

Certification, accreditation, and security assessments
Configuration management

Contingency planning

Physical environment

&4 oh % 4N

Metrics of program level and system level

Incident response

Media protection

Planning

Personal security

System and communication acquisition
System and information integrity

ESANENENENEN
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Appendix T

Example of methodology
(This annex does not form an integral part of this Recommendation)

This appendix describes an example for the methodology used in ICT Development Index. This
methodology includes principal components analysis (PCA)to eliminate indicators that have less
influence on the index calculation.

Result of the Principal Components Analysis shows that raw data are highly correlated with other
indicators and informs that some indicators are not essential to include in a particular category. In
other words, Principal components analysis (PCA) will be carried out to analyse raw data, to
explore whether the different dimensions are statistically well-balanced and to reveal how different
indicators are associated and change in relation to each other.

1.1 Principal Components Analysis (PCA) The main objective of running multivariate analysis,
such as Principal Components Analysis (PCA), is to analyse carefully the underlying nature of the
data used in the index. PCA is a multivariate analysis tool for reducing multidimensional data sets
to lower dimensions for analysis. It is done by calculating combinations of the underlying data that
contains most of the information. PCA is applied to explore whether the different dimensions are
statistically well-balanced and to reveal how different indicators are associated and change in
relation to each other. PCA helps in determining the most important indicators to be included in
each of the sub-indices by identifying those that are statistically “similar”.

This type of analysis is important for reducing the number of variables (and achieving the goal of
having a rather simple index) while retaining as much of the original information as possible. PCA
is performed for ICT access, use and skills indicators using the Statistical Package for the Social
Sciences (SPSS). Those characteristics of the data set (variables) that contributed most to its
variance are retained, by keeping prineipal components, which usually contain the most important
aspects of the data.

Before running the statistical analyses, the countries to be included in the index were defined based
on data availability. The data set was prepared and cleaned, to avoid including missing data.

Before running the PCA, Bartlett’s test of sphericity is performed to find out whether the indicators
initially chosen are correlated. Results confirmed that some of the indicators are indeed correlated,
hence the need of performing PCA. PCA involves the examination of the correlation matrix and the
extraction of the principal components. The results/outputs derived from PCA include three main
elements: eigenvalues, the percent (%) of variance explained in each component and the rotated
component loadings. Eigenvalues represent the relative importance of the components —
components with high eigenvalues and which explain the maximum variance are retained.

1.2 Weighting and aggregation
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In choosing the weights, the results of the Principal Components Analysis (PCA) were taken into
consideration. As explained above, PCA identifies the relative importance of the indicators selected
in each category. It assigns a relative weight to each indicator.

The results derived from the PCA are particularly the component loadings (derived using varimax
rotation). The weights are computed by performing the following steps in “For further details on the
methodology”, OECD and European commission 2008:

» The component loadings were squared and divided by the share of variance explained by the
component.

* The results were then multiplied by the ratio of the variance explained by the component and
total variance. These results are then associated as the participation (weights) of each variable
in the total components taken into account.

 The derived weights were rescaled to sum up to 100 (to increase comparability).

The three steps are performed for the access, use and skills sub-indices.

The respective weights derived from the PCA helped in identifying the relative importance of each
indicator. Although not directly applied to the indicators, they provided guidance on assigning the
weights. Since no major differences were found among weights in each category, and in order to
keep the methodology as simple as possible, it was decided to assign the same weight to indicators
in the same category.

1.3 Calculating the idex

Sub-indices are computed by summing up the weighted values of the indicators included in the
respective category. The values of the sub-indices are calculated by Formula of each measure. The
sub-index value iscalculated by taking the simple average (using equal weights) of the normalized
indicator values. For the final index computation, sub-indices of 3 categories are given certain per
cent weight each. The final index value was then computed by summing up the weighted sub-
indices.

1.4 Sensitivity analysis

Sensitivity analysis was carried out to investigate the robustness of the index results, in terms of the
relative position in the overall ranking, using different combinations of methods and techniques to
compute the index.

Potential sources of variation or uncertainty can be attributed to different processes employed in the
computation of the index including the selection of individual indicators, the imputation of missing
values, weighting and aggregation.

The tests computed the possible index values and country rankings for different combinations of the
processes mentioned above. Results show that while the computed index values change, the overall
message remains the same. The index was found to be extremely robust to different methodologies
— with the exception of some countries, particularly countries in the “high™ group.
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The relative position of countries included in the "high” group can change somewhat depending on
the methodology used. Therefore, conclusions based on the ranking of these countries should be
made with caution. On the contrary, the relative position of countries included in the “middle” and
“low” groups is in no way affected by the methods or techniques applied. Countries in these groups
ranked similar in all index computations (using different methodologies). This confirms the results
conveyed by the X.csi.
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